CnoBapb B cdepe nHcopmaLMoOHHON 6e30nacHOCTU

http://glossary-of-terms.ru/?do=g&v=386

Pycckun

AHrnunckun

aby30yCTONYUBLIA XOCTUHT

bulletproof hosting

aBTOMaTU3UpPOBaHHas
o6paboTka nepcoHanbHbIX
AaHHbIX

automated personal data processing

aBTOHOMHasa cucrtema
3NEeKTPOHHbIX NnaTexen

off-line e-cash system

‘arperwpoaauwe pucka

‘risk aggregation

‘ agjanTuBHasA aTaka

‘adaptive attack

aganTuBHasa aTaka Ha
OCHOBe HOAOGpaHHOI'O
OTKpPbITOro coob6weHus

adaptive chosen-plaintext attack

ajanTuMBHaA aTaka Ha
ocHoBe nogo6paHHoOro
wurpoBaHHOro
coooLeHuns

adaptive chosen-ciphertext attack

aganTuBHasA aTaka no
BbIOpaHHOMY coo6LeHUIo

adaptive chosen-plaintext attack

agMUH VICTpaTVIBHbIﬁ
pernamMeHT

administrative regulation

aKKayHT

account

1. In the context of bookkeeping, refers to the ledger pages upon which various
assets, liabilities, income, and expenses are represented. in the context of
investment banking, refers to the status of securities sold and owned or the
relationship between par

2. (cyer) 3an1cb (hrHAHCOBbLIX TPAH3AKLMIA A5 OPUANYECKOro Unn
dmamyeckoro nuua, B 6aHke unu apyrmux rHaHCOBbLIX OpraHu3aumsx;

3. CueT (xpoHororuyeckas perucrpaums 3atpaTt JaHHOrO BUAa C HapacTaroLmmM
UTOrom)

4. Cyert, oTyeTr

5. An account is an object in the state; in a currency system, this is a record of
how much money some particular user has; in more complex systems accounts
can have different functions.

‘aKTVIBHaﬂ aTaka

‘active attack

‘aKTI/IBHbII?I ayaut

‘active audit

‘ aKTUBHbIN HapyuwuTenb

‘active adversary

‘ aKTUBHbIN NPOTUBHUK

‘active adversary

anropuTtM 6no4Horo
wudpoBaHuna

basic block encryption algorithm

anropuTMm reHepauum
uucpoBoi nognucu

signature generation algorithm

‘anropMTM 3awmndpoBaHus

encryption algorithm

anroputm
MMUTO3aLLMLLAIOLErO
KOQMPOBaHMSA

integrity protection algorithm

anropuTM npoBepKu
uucppoBOM NogNUCH

signature verification algorithm

‘anropvn'M pacwudpoBaHus

‘decryption algorithm, deciphering

anroputm chopmupoBaHus
uucppoBOM NognNUCKH

signature generation algorithm

‘ anropuTm xewwmpoBaHus

‘hashing algorithm

‘anropuTM wucbpoBaHuA

‘encryption algorithm

‘anropwrM wudcpoBaHuA rsa ‘rsa encryption algorithm




‘ aribTepHaTUBHaA nnowagka

‘alternative site

‘aHanus Tpaduka

‘traffic analysis

‘auouumaﬁsep

‘anonymizer

‘aHOHMMHaH ceTb i2p

‘anonymous network i2p

‘ aHOHUMHas ceTb tor

‘tor (the onion router)

‘ dHOHUMHOCTb

‘anonymity

‘aHTMGOT

‘anti bot

‘aHTmbpon cucTemsbl

‘fraud management system (fms))

‘ annapaTtHaa 3aKknagka

‘bug, hardware trojan

annapaTtHoe obGecneyeHue

hardware

1. All of the "metal” fittings that go into the home when it is near completion. for
example, door knobs, towel bars, handrail brackets, closet rods, house
numbers, door closers, etc. the interior trim carpenter installs the "hardware".
2. lNoToBble usnenusi; obpasubl, BLINOMHEHHbIE B MeTasnne

3. Ancillary equipment used on containers such as door hinges and locking
devices.

4. Collectively, electronic circuits, components and associated fitting and
attachments. the physical parts, components and machinery associated with
computation.

5. Hardware, such as hinges, locks, catches, etc., that has a finished
appearance as well as a function, esp. that used with doors, windows, and
cabinets; may be considered part of the decorative treatment of a room or
building.

annapaTHoe WwudpoBaHue

hardware encryption

annapaTHble
Kpuntorpaduyeckue
cpeacTBa

cryptographic hardware (device, facility)

apxuTeKkTypa
BbIYUCTIUTENILHOWN MALUUHbI

computer architecture

acMMMeTpuYHas
wudpcucrtema

public-key cryptosystem, asymmetric cryptosystem

aTaka GHOKVIPOBKVI AocTtyna
C Uuenbio nony4vyeHus
BblKyna

ransomware attack

‘ aTaka KOMMbIOTE PHOW ceTu

‘attack on computer network

‘ araka muctudmkaumm

‘spoofing attack

aTtaka Ha
KpunTtorpaduye ckun
NpPOTOKON

attack on the protocol

‘ aTaka Ha KpunTtocuctemy

‘attack on the cryptosystem

aTakKa Ha KpunTocUuctemMy Ha
OCHOB€e U3BECTHOro
OTKPbITOro TeKCta

known plaintext attack

aTaka Ha KpUNTOCMCTEMY Ha
OCHOBE TONbKO
wncpoBaHHOro TeKCTa

ciphertext-only attack

aTaka Ha OoCHoBe
3KBUBaNeHTHbIX Knkoyen

equivalent keys attack

aTaka Ha oTKa3 B
obcnyxuBaHUm

denial-of-service attack (dos attack)

aTaka Ha NpoToKon ¢
NOBTOPHOM nepepaven

replay attack

aTaKa HyneBoro gHs

zero day attack

aTaka OI'IpOGOBaHVIeM Cc
ucnosib3oBaHneM NamMATU

memory using attack, memory-used search attack

aTtaka no ancasuTHOMY
CnUcKy

dictionary attack




aTaka nocnepoBaTenbHbIM
onpo6oBaHueM

sequential key search

aTaka I'IpOTﬂ)KKOVI
BepoATHOro crioBa

moving probable word attack

aTaka Co crioBapem

dictionary attack

aTaka co croBapem
naponew

password attack

aTakum metogom nog6opa
napons

brute force attacks

aTpubyT Ge3onacHoCcTu

security attribute

aTTecCTauMOHHbIe
ucnbiTaHuA

evaluation test

aTTecTtayms MeTOAUKU
UcnbITaHUN

approval of test procedure

‘ ayauT MeHe)KMeHTa pUCKa

risk management audit

ayauTopcKasi npoBepka
6e3onacHocTH
MHdopmauum B
UH(OPMaALIMOHHOWN CUCTEeMe

computer system audit

ayauTopcKas npoBepKa
MH(OpPMaUNOHHON
6e3onacHocTu B
opraHusauum

security audit

aYTeHTM(*)VIKaLWIOHHbIe
AaHHble

authentication data

ayTeHTudukaumsa
MCTOYHMKA JAaHHbIX

data origin authentication

ayTe HTUdUKaumsa Ha
OCHOB€e KOHTeKCTa

context-based authentication

ayTeHTUdMKaumsa Ha
OCHOBE 0QHOPa30BbIX
naponen

one-time password authentication (otp authentication)

ayTeHTUdMKauma Ha
ocHoBe cepTudmkaToB

certificate-based authentication (cba)

ayTeHTUdUKauma
coooLeHuns

message authentication

‘ayTe HTU(MKaLMA CTOPOH

entity authentication

ay TeHTU(PMLMPOBaAHHbIN
KaHan cBA3u

authenticated communication channel

6ar

bug

1. P. B6yr (cccp n nonblua)

2. NedekT; Henonaaka

3. A system or programming problem. also refers to the cause of any hardware
or software malfunction. may be random or non-random.

4. An infectious disease (informal ) he caught a bug on holiday. half the staff
have got a stomach bug. build 54

6a3oBble 3aWMUTHbIE Me pbl

baseline controls

6a30BbIn GNOYHbLIN
anropuTmM sawundgpoBaHusa

basic block encryption algorithm

KOMNbOTEPHbLIX CUCTEM

6e3onacHOCTb information technology security
MH¢OopMaLMOHHON

TexHonorum

6e30MacHoOCTb computer system security

6e30MacHOCTb Ha OCHOBEe
OTKPbITOCTHU

open security




6e3onacHoCcTb
nepcoHanbHbIX AaHHbIX

personal data protection

‘ 6e30MacHOCTb CUCTEMbI

‘system security

‘Genaﬂ KHUra ‘White book
‘Gurpamma ‘digram

‘GMHaprlﬁ KIoY ‘binary key
6uomeTpuyeckasn ‘bimetric authentication
ayTeHTUduKaums

‘Gnox OAHHbIX ‘data block

‘Gnox TekcTa ‘text block

‘GHOHHaﬂ wudpcuctema

‘block ciphering system

60MObI C YacoBbLIMU ‘time bombs
MeXaHU3MaMm

‘ Oy TKUT ‘ bootkit

‘ 63KOopbI ‘ backdoors

‘Bamueﬁmaﬂ 3anucb ‘vital record
BaKUMHUpOBaHUe vaccination

1. A means of producing immunity to a disease by using a vaccine, or special
preparation of antigenic materia, to stimulate the formation of appropriate
antibodies.

2. Vacunaci&#243;n

3. BakuuHaums, npuBmBKa

4. The action of vaccinating someone comment: originally the words vaccination
and vaccine applied only to smallpox immunisation, but they are now used for
immunisation against any disease. vaccination is mainly given against cholera,
diphtheria, rabies, smallpox, tuberculosis, and typhoid.

5. BakumHauus cMm. Takke immunization (MMMyHM3aums). vaccination card, syn.
immunization card, immunization record

‘BeG-aHouumaﬁsep

‘web-anonymizer

BeAeHUe KOHTPONMbHbIX
XypHanoB

audit logging

‘BeAOMOCTb NPUMEHUMOCTHU ‘statement of applicability

‘ BEKTOp MHUumanmsaumm

‘initialization vector

Bepucmkaumsa n
noaTBepxaeHue
npaBuUJIbHOCTHU

verification and validation (v&v)

‘Bec 6yneBow cyHKUUM

‘weight of boolean function

‘BeTBﬂ wasica bomba

‘fork bomb

‘B3aMMHaﬂ ayTeHTudukaumsa ‘mutual authentication

‘B3ﬂaMbIBaHMe napons

‘password cracking

‘BVIAI:I yrpos

‘threat types

BUpTyarnibHas nokKarnbHas

BblUUcnntTenbHasa CeTb

virtual local area network (vlan)

‘ BUpTyanbHaa MalluHa

‘virtual machine

‘BMpTyaanaﬂ YacTHas ceTb ‘virtual private network (vpn)

‘ BUpTyarnbHble AeHbIr'n

‘virtual money

‘BVII.IJVIHF

‘vishing — voice phishing

‘Bna,neneu, MHdopmaLmm

‘information owner

‘ Briageney pucka

‘risk owner

Bnageney ceptudukara
KNo4a NpoBepKu
3NeKTPOHHOW noanucu

owner of signature verification key certificate

‘BHeI.IJHVIVI HapylwuTenb

‘outside adversary

‘BHEI.LIHVIﬁ OGBEKT UT

‘external it entity




‘ BHeLWHAA NaMATb

‘external storage

‘ BHYTPeHHMWE BTOPXeHUusA

‘inside intrusion

‘BHyTpeHHMI?'I HapywuTenb ‘inside adversary

‘ BO3OeNCTBUE Ha pUcCK

‘ risk treatment

‘ BOCnpuaTne pucka

‘risk perception

6encTBUA

BOCCTaHOBNEeHUe UKT nocne |ict disaster recovery

BpeAoHOCHOe
nporpamMmmHoe
o6ecneyeHue

malware, malicious software

BpeAoOHOCHOe
nporpamMmmHoe cpeacTBo

malware

‘ BpeMeHHas MeTKa

‘timestamp

BpeMeHHasA CIOXHOCTb
anroputTma

time complexity

‘ BpeMsA XNU3HU Krnio4va

‘key life period, key life time

‘ BCKpbIBaTenb naponemn

‘password cracker

BCTpanBaeMmble
Kpuntorpacmyeckue
cpeacTBa

build-in cryptographic mechanisms

‘ BXOOUTb B CUCTEMY

‘Iogon, login

Bbl6opoYHasa nopaernka
uucpoBoi nognucu

selective forgery

‘ BbIBOA4 AdHHbIX

‘data output

‘ BbIXOAUTb U3 CUCTEMbI

‘ logoff, logout

‘ rammumpoBaHue

‘running key ciphering, one-time padding

‘ reHeparop Kniouven

‘key generator

nce BAOCHYYalHbIX
oy HKUMM

reHeparop pseudorandom permutation generator
nceBAoCnyYanHbIX

noAcTaHOBOK

reHeparop pseudorandom function generator

reHepaTtop dyHKuUumn c
ceKkpeTom

trapdoor function generator

rnaBHbIN KNKoY

master key

1. MnaBHbIV KoY

2. A key which will open every lock in a master keyed suite.

3. Akey that will operate a number of different locks, each of which is different.

‘rpynna no ayguty

‘audit team

rpynnoBas uudposas
noanucb

group digital signature

‘rpynnoaoﬁ NpPOTOKON

‘group-oriented protocol

rpynnoBoM NPOTOKON
noanucu

group signature protocol

‘AaH Hble Nnonb3oBaTens

‘user data

‘AByCTOpOHHMI?I NpoTOKOn

‘two-party protocol

AByXxdakTopHas two-factor authentication
ayTeHTUduKkaums

Aeknapauumsa o statement of applicability
NPUMEHUMOCTH

AeMOHCTpupyemoe demonstrable conformance
cooTBeTCTBUE

OeNOHUPOBaHUE KIouen

key escrow




‘AManOFOBbIVI PeXxXum

‘conversational mode

‘.qupe kTnBa 1999/93/ec

|directive 1999/93/ec

‘nupe KTuBa O NpuUBaTHOCTU

‘data protection directive 95/46/ec

OUCKpeTU3aLMOHHbIN
NPUHLUUN KOHTpONA
pocTtyna

discretionary access control

‘Aucneﬂep pocrtyna

‘security kernel

‘p,ucbe MUCMEeHT

‘defacement

‘.qmbcpepeﬂuuanbﬂaﬂ aTaka

‘differential attack

andbde peHUMaNbLHO-
NMHeHasA aTaka

differential-linear attack

and e peHUManbHbIN differential cryptanalysis
meTon

AoBepeHHas trusted functionality

by HKLLMOHANBLHOCTb

‘AOBepeHHblﬁ UT NPOAYyKT

‘trusted it product

‘AOBe PEHHbIN KaHan

‘trusted channel

‘AOKaSaTeanTBO 3HaHuUA

‘proof of knowledge

AoKa3aTesNnbCTBO C
HyrneBbIM pasrnawlieHmem

zero-knowledge proof

‘p.oxasye Masi CTOMKOCTb

‘provable security

‘onymeHT cepTucdmkaumm

‘certification document

‘Aonroape MEHHbIN KoY

‘Iong—term key

‘ AonA ceKpeTa

‘share, secret share

AONYyCTUMbIN PUCK

risk tolerance

1. The level of risk that is acceptable for the firm

2. CKIMOHHOCTb K PUCKY - B MaTepuarnbHOM BbIpaXXeHun Cymma, KOTOpYHo Bbl
MoxeTe cebe no3BonuTb 6e360ne3HeHHO NoTepsTh;

AoCTOBepHas
BbluMCnuTeNnbHas 6a3a

trusted computing base (tcb)

AOCTYN K MH(opmauum

access to information

[OCTYN C COGCTBEHHOrO
ycTpoucTBa

bring your own device (byod)

AOCTYNHOCTb
MH(POPMaLIMOHHbIX aKTUBOB

accessibility, availability

aponnep

dropper

1. Cuentagotas

2. A small glass or plastic tube with a rubber bulb at one end, used to suck up
and expel liquid in drops

eaunHas aBTopusauus

single sign-on (sso)

€MKOCTHas CITOXXHOCTb
anroputmMma

space complexity

XnBy4eCTb NporpaMmmMmHoOro
n3genusa

program viability

XXU3HEHHbIN LMK Kno4ven key lifetime
3arpy3ka B namMATb load
1. Harpyska

2. N Harpyska theory cognitive ~ korHuTuBHas Harpyska loantranslation un loan
translation n kanbka (cuH. calque); kanbkmpoBaHue loanword u loan-word

‘3ap.aHue no 6esonacHocTu

security target

3afavya AUCKPETHOro
norapudmMupoBaHus

discrete logarithm problem




3apava pakTopusauum
uenbIX yucen

integer factoring problem

‘3aKa3"WIK ayauTa ‘audit client
‘3aKOHHbII7I nonb3oBaTesnb ‘Iegal user
3aKpPbITbIN KN4 private key

1. A private or secret key is an encryption/decryption key known only to the
party or parties that exchange secret messages.

2. A private key is a string of data that shows you have access to bitcoins in a
specific wallet. private keys can be thought of as a password; private keys must
never be revealed to anyone but you, as they allow you to spend the bitcoins
from your bitcoin wallet through a cryptographic signature.

‘3aKpblTbll7l cTaHpapT

‘proprietary standard

3awmTa u KOHTponb
nHcopmaummn

information protection and control (ipc)

‘3au.w|Ta mHdopmauum

‘protection of information

3aluTHaa Mmepa

safeguard
Cuctema npo «celid- rapg»

3awmuaeMbii 06 bLEKT

target of protection

onepauuMoHHasa cuctema

UHdopmaTUsaLmn

3allmLle HHas protected automated system
aBTOMaTU3MpPOBaHHasA

cucrema

3almLe HHas secure operating system

3awmiLeHHOe YCTPOMCTBO
co3gaHuna nognucu

secure signature creation device, sscd

‘3aU.WIUJ,eHHbIl7I KaHan CBA3U

‘private communication channel

‘30M6VI

‘zombies

unageanbHas cny YyanHas
nocnenoBaTesibHOCTb

ideal random sequence

unaeanbHasa cxema
pa3aeneHus cekpeta

ideal secret sharing scheme

‘ naeHTUdMKaTop Knrova

key identifier

MaeHTU(PUKALUNOHHbIE
AaHHble

identity
JInyHoCTb

nmaeHTUdMKaUUA n
ayTeHTUMKaLuA

identification and authentication (i&a)

uaeHTUdUKauus c
HyJieBbIM pasrfaweHuem

zero-knowledge identification

‘Mepapxml Krnouen

‘hierarchy of keys

M3MeHeHue HacTpoek
6pay3sepa

browser hijacking

‘MMMTOBCTaBKa ‘message authentication code
‘VIMVITO3aLI.WITa ‘integrity protection, protection from imitation
‘VIMVITOCTOI‘/'IKOCTI: ‘imitation resistance

VMHBOJIOTUBHbIW anropuTm
wucpoBaHusa

involutive encryption algorithm

MHCTPYMeHTanbHble
cpencTBa ayguta

audit tools

AoKa3aTenbCTBO

WHTE paKTUBHasA interactive authentication
ayTeHTudukaums
MHTEpaKTMBHOE interactive proof




‘ WHTE PaKTUBHbINA NPOTOKON

‘interactive protocol

‘MHTepaKTMBHbIVI pexum

‘interactive mode

‘ WUHTepHeT-MOLWEeHHU4YeCTBO

‘ internet fraud

UHTepdenc

by HKLIMOHANbHbIX
TpeboBaHuM 6e3onacHoCcTn
obbeKTa OLeHKMN

tsf interface

‘ MHdopmaTU3aums

informatization

uHdopMaLmoHHas 6a3a
aBTOMaTU3MPOBaHHOM
cUcTeMbl

informational background of as

MHcopmaLMOHHas
6e3onacHoCTb

information security

‘uucbopmauuouuaﬂ BOWHa

‘information war

MHdOopMaLMOHHas
MHdpPaCcTPyKTypa

information infrastructure

‘Mmbopmauuormaﬂ cpena

‘information environment

‘MH(:IJOpMaLWIOHHaiI ccepa

‘information sphere

UH(OpPMaLMOHHO-
Terie KOMMY HUKaLlMOHHasi
cuctema

information-telecommunication system

MHcopmMaLMOHHOEe
oGecne4yeHue
aBTOMaTU3NPOBaHHOWM
cucTeMbl

as information support

‘VIHCIJOpMaLWIOHHoe opyxue

information weapon

MHdOpPMaLMOHHOe
cpeAcTBO

information facility

MH(OPMaLUNOHHLbIe
pecypchbl

information resource

‘VIH(*)OpMaLWIOHHbIVI aKTUB

information assets

MH(OPMaLNOHHbIN
npouecc

information process

MHdpPaCcTPyKTypa
OTKPbITbIX KIHO4Ye

public key infrastructure (pki)

VMHUUAEHT
MH¢popMaLMOHHON
6e3onacHocTun

information security incident

‘VIH'I:eKLlMFl sql

sql injection

UCKIHO4YeHne pucka

risk avoidance
An informed decision not to be involved in a risk situation.

UCTUHHO cnyqaﬁHaﬂ
nocnenoBaTesibHOCTb

true random sequence

UCTOYHUK PUCKa

risk source

uncyepn bIBalOLWMA aHanNn3
CKPbITbIX KaHanoe

exhaustive covert channel analysis

MTepaTUBHbLIN anropuTm
wudpoBaHuna

iterative encryption algorithm

‘ KaHan BBoga-BbiBOoAa

‘ input-output channel

‘Kap,quHr ‘carding
‘ Kapacennep ‘cardseller
KaTeropumpoBaHue classifying information

3awumuwae Mo nHcpopmaummn




Ka4yeCTBO ycnyru

quality of service
KavectBo o6cnyxmBaHus

KBaHTOBas
Kpuntorpadmueckas
cuctema

quantum cryptographic system

KBaHTOBasi Kpuntorpacms

quantum cryptography
Methods to encrypt information securely, relying on quantum-mechanical
phenomena

KBaHTOBOE pacnpegerneHue
Knouen

quantum key distribution
Methods for the secure distribution of encryption keys

KBaHTOBbIN reHepaTop
nceBAoOCNyYalHbIX
nocnepgoBaTesibHOCTe M

quantum pseudorandom generator

‘KBaHTOBbII?I KpuntoaHanus

‘quantum cryptanalysis

KBaHTOBbIN quantum cryptographic protocol
KpunTorpacduyeckumn

npoToKon

‘KBVI npo KBO ‘quid pro quo

‘ Kewnorrep ‘ keylogger

Knbe pHeTU4eckoe cyberspase

NPOCTPaHCTBO

‘KMGe pnpecTynHocTb ‘cyber cryme

‘ Knbepreppopusm ‘cyber terrorism

‘KHIOH 3awmndpoBaHus

‘enciphering key

‘KHPO‘-I nognucu

‘signature key

‘ KoY NpoBepKu nognucu

‘verification key

KIoY NpoBe pKn
3NeKTPOHHOW noanucu

signature verification data

KN4 pacwmndgpoBaHus

decryption key
HewmdpoBanbHbIv KoY

‘ KoY WndpoBaHUA AaHHbIX

‘data encryption key

‘ KIoY WndpoBaHuUs Kritode i

key enciphering key (kek)

KI1HOY 3/1eKTPOHHOM
noanucu

signature creation data

Knro4yeBas
nocnenoBaTesibHOCTb

key stream

KNno4eBas cuctema
acMMMeTpPUYHOMN
wudpcructTe bl

key system of a public key cryptosystem

KnoyeBasi cuctema
CUMMEeTpPUYHOM
wudpcucTembl

key system of a secret key cryptosystem

‘Kmoquoﬁ 3arpys3umk

‘key gun

‘ koA ay TeHTudukaumm

‘authentication code

KOA ay TEHTUYHOCTU
coooLeHuns

message authentication code, seal, integrity check value

‘KOMMyTaTOprII?'I Kntoy

‘commutation key

‘ KoMnpomeTauusa aboHeHTa

‘compromise of a party

KOMMpomMeTauus
KpunTtorpadmye ckux
KItoyen

cryptographic key disclosure

‘ KOMNbHOTEpPHAaA aTaka

‘computer attack




KOMMbIOTEe pHas computer security
6e3onacHoOCTb

KOMMbIOTE pHas electronic data
mHdopmauma

KOMNbloTe pHas computer cryptography
KpunTtorpacusa

‘ KOMNbOTEepPHaa ceTb

‘computer network

‘ KOMNbOTEpPHasA cuctema

‘computer system

KOMMbIOTE pHOE
npecTynneHue

computer crime

‘KOMHbIOTeprIﬁ pecypc

‘ computer resource

KOHTpoOnMpoBaHue puUcka

risk control

The process of decision making which involves the implementation of physical
changes, standards, policies and/or procedures for eliminating, reducing and/or
managing risk.

‘ KOHTpoOJinpyemMas 30oHa

controllable territory

KOHTpOsb AocTyna B
UH(OPMaALIMOHHON cUCTeMe

access control

KOHTPONb NPUIOXeHUi ¢
3anpeToM Mo yMOS4aHUIo

application control default deny

‘ KOHTPOJIbHbIe UCNbITAaHUA

‘check test

KOHUrypaums cuctemsl
06paboTkn nHcopmalmm

configuration

1. KoHurypaums; KomnoHoBKa; cxema

2. KoHdurypaums; cxema; KOMNOHOBKa

3. The spatial arrangement of wood particles, chips, flakes, or fibers used in
particleboard, fiberboard, etc.

4. N koHdurypaums confixation n koHdukcaumsa confix n koHdmke confucianism

KOH(MaeHUManNLHOCTb privacy, confidentiality
MHdopmauun

KOH(mMaeHUMaNbLHOCTb information assets confidentiality
MH(OPMaLMOHHbIX aKTUBOB

KOHUMAEe HUNANBLHOCTb traffic (flaw) confidentiality
Tpaduka

KOHdMAeHUNanNbHbIN Habop
Knouen

validator
A participant in proof of stake consensus. validators need to submit a security
deposit in order to get included in the validator set.

‘Kouq:wmep

conficker

KopnopaTuBHas
MHcpopMaLIMOHHasa cuctema

enterprise information system

KoprnopaTMBHasA NONMUTUKA
MH(OpPMaUNOHHON
6e3onacHocTun

corporate information security policy

KOppeKTUpYy oLme
aencTeus

corrective action

‘ KOppeKTUpylowme mepbl

‘corrective action

‘ KoppensauunoHHasA aTaka

‘correlation attack

‘ KOppensaLuMOHHbIN MeToq

‘correlation cryptanalysis

‘Koppenﬂuvm oy HKLMI

‘correlation of functions

‘Kpun'ro api

‘crypto api (application programming interface)

Kpuntorpadmyeckas
3awuTa uHcopmavmm

cryptographic protection of information

KpunTtorpadmyeckas
onepauusa

cryptographic operation




xe Ww-gpy HKUMA

KpunTtorpadmyeckas cryptographic security
CTOMKOCTb

KpunTtorpacuyeckas cryptographic function

¢y HKUMA

KpunTtorpadmyeckas cryptographic hash function

Ithe cryptographic hash function is a mathematical algorithm that takes a
particular input which can be any kind of digital data be it a password or jpeg
file and produces a single fixed length output. some examples of different hash
function algorithms are md5, md4 or sha256. the last one is used in the bitcoin
protocol. main properties: (1) easy to compute hash value for any given
message (2) infeasible to generate a message from its hash except by trying all
possible input combinations(brute force attack) (3) infeasible to modify a
message without changing the hash (4) infeasible to find two different
messages with the same hash (5) deterministic so the same message always
results in the same hash. cryptographic hash functions have many information
security applications, notably in digital signatures, message authentication
codes (macs), and other forms of authentication. they can also be used as
ordinary hash functions, to index data in hash tables, for fingerprinting, to detect
duplicate data or uniquely identify files, and as checksums to detect accidental
data corruption

CUINbHbBIN reHe paTop
nceBAOCNYyYalHbIX

KpunTorpacuyeckm cryptographically strong pseudorandom sequence
cunbHas ncesagocny4vanHas

nocrnenoBaTeNibHOCTb

KpunTtorpadmyecku cryptographically strong pseudorandom bit generator

cpeAcTBa Bblille
NPUKIIagHOro YPOBHA

nocnegoBaTesfibHOCTEN

KpunTtorpadmyeckue cryptographic tools, cryptographic mechanisms
cpeAcTBa

KpunTorpacuyeckme above the application layer cryptographic mechanisms

Kpuntorpacdmueckue
cpeAcTBa NpUKNagHoro
YPOBHS

application layer cryptographic mechanisms

Kpuntorpadgumyeckue
cpeAcTBa CeTeBOro ypoBHSA

network layer cryptographic mechanisms

Kpuntorpacdmyeckue
cpeAcTBa TPaHCMOPTHOrO
YPOBHS

transport layer cryptographic mechanisms

Kpuntorpacdmueckue
cpencTBa (hM3n4eckoro u
KaHanbHOro ypoBHsl

physical and data layer cryptographic mechanisms

KpunTtorpadmyeckum cryptographic algorithm
anroputm

KpunTtorpadmyeckum cryptographic primitive
npUMUTUB

KpunTtorpadmyeckum cryptographic protocol
NpPOTOKON

KpunTorpadguyeckum cryptosynthesis
CUHTE3

KpunTtorpacuyeckoe cryptographic information protection facility
CpeACTBO 3alUUThbI

nHcopmaummn

‘ KpUnToMapLipyTM3aTop ‘ cryptorouter
‘Kpun'ronpoaaﬁ.qep ‘cryptoprovider

‘ KpPUNTONPOTOKOJ ‘ cryptoprotocol

‘ KPUNTOCUHTE3 ‘ cryptosynthesis

‘ KpuntTounsTp ‘ cryptofilter




KpUTe pumn pucka

risk criteria

KpuTU4Yeckasa nHdopmaums

classified information
CekpeTHast nHcdopmMauus

KPUTHYECKM BaXHble
CTPYKTYpbI

critical structures

‘nuueﬁuaa aTtaka

‘Iinear attack

‘noﬁoaaﬂ aTaka

‘brute-force attack

‘normecxaﬂ 6omba ‘Iogic bomb
‘HO)KHI:II?I 00BLEeKT ‘honey pot
‘HIOKVI ‘ backdoors

MaHAaTHoe ynpaBneHue
AocTynom

mandatory access control

MaHAATHbLIN NPUHLMN
KOHTpoOns gocTyna

mandatory access control

MalwuHHOEe mopgernupoBaHue

simulation

1. An analysis that shows the production and harvest of fish using a group of
equations to represent the fishery. it can be used to predict events in the fishery
if certain factors change. see population dynamics.

2. Equipment, electronic countermeasures uMmTaTop areKTPOHHbIX MOMEX

3. MogenvpoBaHue; nMutaums

4. MogenupoBaHue; KonmpoBaHue

5. Programs electronically substitute media for the actual experience, but may
be coupled with hands-on devices that help the learner to experience physical
movement.

6. PacyeTHasd kpuBas

MexayHapogHas
MHdopMaLMOHHas
npecTynHOCTb

international cyber crime

MeXxcalToBasi noadenka
3anpoca

cross-site request forgery (csrf unu xsrf)

‘ME)KcaVITOBbII?'I CKPUNTUHI

‘cross-site scripting (xss)

MeHeKMEeHT
MH(OPMaUNOHHON
6e3onacHocTH
opraHusauum

management

1. YnpaBneHue; pykoBoACTBO

2. YnpaBrneHue, pykoBOACTBO

3. 1) ynpaBsrneHune, pykoBOACTBO 2) aAMUHUCTpaLMSA

4. 1. the organising or running of an organisation such as a hospital, clinic or
health authority 2. the organisation of a series of different treatments for a
person

5. YnpasneHue (OeATenbHOCTbIO NPOrpamMmbl, OpraHn3aLm)

6. JleyeHune. B KOHTEKCTE KIMMHUYECKUX MCCNEAOBaAHUIA CNOBO «managementy»
(«ynpaBneHune») MOXeT UMEeTb 3Ha4YeHue «nedeHue». Hanpumep, diabetes
management - neyeHve gruabeTa. BCTpeYaloLWUACA TEPMUH: BegeHune

MeHeKMEHT MHLUMOeHTa
mHcopmMaLMOHHOMN
6e3onacHocTU

information security incident management

MeHeKMEeHT pUCKa

risk management

1. Systematic application of management policies, procedures and practises to
the tasks of analysing, evaluating and controlling risk.

2. Reducing different risks related to numerous types of threats caused by
environment, technology, humans, organizations and politics.

3. P1CK-MeHeXMEHT. ynpaBrneHme puckamu.

4. (ynpaBneHue pMckoM) aHanus BENUYNHbLI puUcKa, U onpeaeneHme
onTMMarnbHOW cTpaTteruuy;

5. YnpaeneHue puckom

6. In the building industry, the systemized practice of avoiding potential risks,
such as culpability and liability or legal entanglements.




Mepa un cpeacTBO KOHTpoOnNA
nynpaBneHusa

control

1. Commande;réglage

2. There are at least three senses of "control" in statistics: a member of the
control group, to whom no treatment is given; a controlled experiment, and to
control for a possible confounding variable.

3. YnpaeneHue; perynuposaHue

4. 'logic nornyeckas cxema ynpaBneHus

5. Any device for regulating a system or component during its normal (manual or
automatic) operation; it is responsive, during automatic operation, to the
property (such as pressure or temperature) whose magnitude is to be regulated.

MeponpusaTHhe No 3awuTte
nHcopmaummn

information protection measure

Méepbl 3alnTbI

control

1. Commande;réglage

2. There are at least three senses of "control" in statistics: a member of the
control group, to whom no treatment is given; a controlled experiment, and to
control for a possible confounding variable.

3. YnpaBneHue; perynuposaHue

4. 'logic nornyeckas cxema ynpasreHus

5. Any device for regulating a system or component during its normal (manual or
automatic) operation; it is responsive, during automatic operation, to the
property (such as pressure or temperature) whose magnitude is to be regulated.

Mepbl ob6ecneyeHusn
MHdOpPMaUnNOHHON
6e3onacHocTun

information security measure

‘ MeTKa 3allUTbl

security label

MeToZA UCMNbITaHUN

test method

1. The method which is selected for experimental testing to validate its
performance characteristics.

2. The technical procedures and actions that are required to determine whether
or not a particular product conforms with a relevant standard.

‘METOA Konnuaum

‘cryptanalysis based on collision search

‘ MeToA KOHTponA

‘inspection method

MeToA Ha OCHoOBe
napapokca gHeW poxaeHus

birthday attack

MeToA nocrnenoBaTtesibHOro
on p060BaH nsa Kno4a

sequential key search

MeToA NPOTAXKH
BepPOATHOro crnoBa

moving probable word cryptanalysis

MeToA 3KBMBarieHTHbIX
Knouen

equivalent keys cryptanalysis

meToauyeckoe
obecne4yeHue
aBTOMaTU3NPOBaHHOWM
cuUcTeMbl

as methodical support

MeXaHU3M NpoBe PKU
npaBOMOYHOCTHU
obGpaleHumn

reference validation mechanism

MUKPO3IBM

microcomputer

A relatively precise term for computers whose central processing units (cpus)
are microprocessor chips. by contrast, mainframes and most minicomputers
have cpus containing large circuitry. s include personal computers, small
business computers, desktop computers, and home computers.

MHOroKpaTHas uudgpoBas
nognucb

multiple digital signature

MHorodakTopHas
ayTeHTUdMKaums

multi-factor authentication




‘ Mopgersib Hapyuwutens

intruder model

MoAenb HapyLluTens
MH(OpPMaUNOHHON
6e3onacHocTH

information security intruder model

Mogersb Hapyuwutens
npaBun pasrpaHnyeHusA
AocTtyna

security policy violator’s model

‘ MogeJib OTKPbITOro TeKcTa

‘plain text model

Mogenb yrpos
MH(OpPMaUNOHHON
6e3onacHocTun

information security threat-risk model

‘MOHMTOp o6pawleHuin

‘reference monitor

MOHUTOPUHI 6e3onacHoOCTU
nHcopmaummn

information security monitoring

Habop cTaTUcTUye CKUX
TecToB

battery of tests

HanoXeHHble
Kpuntorpacmyeckue
cpeAacTBa

additional cryptographic mechanisms

HapyleHue cUCTeMbl
Oe3onacHocTu

security system violation

HauMOHarNbHbIN LeHTP
KOMMNbIOTe PHOMN
6e3onacHOCTU clia

national computer security center (ncsc)

He MHTepaKTuBHOe
AoKa3aTesnbCTBO C
HyrneBbIM pasrnalieHmem

noninteractive zero-knowledge proof

‘ HeBO3MOXHOCTb OTKa3a

‘ non-repudiation

HeBO3MOXHOCTb OTKa3a OT
aBTopcCcTBa

non-repudiation of origin

‘ HeBbIpOXAeHHasn (byHKLIMFI

‘ nondegenerate function

‘ HeraTuBHble OeNCTBUA

‘adverse actions

‘HerI/ITW-IHaﬂ uHdopmaums

‘unclassified information

‘ HeoTClieXkuBaeMoOCTb

‘ untracebility

‘ HenpaBOMOYH bl AocTtyn

‘illegal access

HenpegHaMepeHHas aTaka
Ha OTKa3 B Oﬁcny)KMBaHMVI

unintentional denial-of-service

‘ HenpepbIBHOCTb 3alUUTDbI

‘protection continuity

‘ HenpusaTue puUcka

‘risk aversion

HeCaHKUMOHUPOBaHHbIN
AOCTYN K MH(opMauum

unauthorized access to information

‘HeCBﬂ:iblBaeMOCTb

|unlinkability

‘ HeYeCTHbIN Y4acCTHUK

‘dishonest party

‘ HyneBoe pasrnawieHue

‘zero-knowledge property

HyneBoe pa3srnaiieHue
OTHOCUTEILHO YeCTHOro
npoBepAoLWero

honest-verifier zero-knowledge

‘o6na.anenb MHopmaLmm

‘owner of information

‘oGnacn: ayauTa

‘audit scope

o6nacTtb namATn

storage area

1. MNnowaaka ANsA xpaHeHWs, cknagckas nnowagka

2. 3anomuHatowas obnactb

3. YacTb MuLLEeHK, Ha KOTOPOK NPOU3BOAMUTCH 3anUchb MHOPMaLIMIA)

obHapyeHue BTOpPXeHUN

intrusion detection




obHapyxeHue manipulation detection

MaHUNy nALUn

‘OﬁHOBnEHMe Kntoyen ‘key updating

obpaboTka nepcoHanbHbIX |personal data processing
OaHHbIX

‘o6pa60TKa pucka ‘risk treatment
‘oGpaGo-rKa TeKCToB ‘text processing

obpaTtHas couuanbHas reverse social engineering
VHXeHepusA

obLWwenoCTyNHbIe public personal data
nepcoHasnbHble AaHHbIe

‘Oﬁ'beAMHeHVIe puckoB ‘risk aggregation

‘OG‘beKT mHdopmaTM3aumm ‘information target

‘Os'beKT OLEeHKHU ‘target of evaluation (toe)
06BEKT TEXHUYECKOro item under inspection
KOHTpoOns

orpaHuM4YeHHbIM AOCTYN restricted access

Imposing conditions on access to the microdata. users can either have access
to the whole range of raw protected data and process individually the
information they are interested in - which is the ideal situation for them - or their
access to the protecte

opHopa3soBas uudpoBas one-time digital signature
noanvcb

‘OAHOpa:‘sOBbIﬁ GrnoKHOT ‘one-time pad
‘OAHOpa3OBbIl7I napornb ‘one-time password (otp)

OQHOpa30BbIA Naposb No one-time passwords out-of-band (otp oob)
[OMNONHUTEeNbHOMY KaHany

‘onuopauroaaﬂ ceTb ‘peer—to-peer network, p2p
OAHOCTOPOHHSAA one-way authentication
ayTeHTudukaums

OAHOCTOPOHHSAS one-way permutation
noacTaHoBKa

OOHOCTOPOHHSAA one-way hash function (owhf)

xe ww-chby HKuMA

‘onepauuﬂ 3anucu aaHHbIX |write operation

onepauusi yCTpoucTBa operation

BbluMcnuTeilbHOM MawwmHbl | 1. Exploitation;marche

2. Pabota; pencrteue

3. The performance of the laser or laser system over the full range of its
intended functions (normal operation).

4. Operaci&#243;n

5. 1. the way in which something operates 2. a surgical procedure carried out to
repair or remove a damaged body part she’s had an operation on her foot. the
operation to remove the cataract was successful. a team of surgeons
performed the operation. heart operations are always difficult. (note: a surgeon
performs or carries out an operation on a patient.) 3. the way in which a drug
acts

6. Same as coronary artery bypass graft

‘onepauuﬂ YTEeHUA AaHHbIX ‘read operation

‘onucaﬂue pucka ‘risk description

‘opraH OLIeHKMN ‘evaluation authority
‘opraH cepTucmkaummn ‘certification body
opraHusauuMoHHoe as organizational support
obecneyeHue

aBTOMaTU3UPOBaHHOW

CUcTembl




opraHM3auMoOHHbIe Mepbl
oGecne4yeHus
MH(OpPMaUNOHHON
6e3onacHocTU

information security measure

ocBeJOMNEHHOCTL 06
naeHTUPUKALNOHHbIX
AaHHbIX

identity awareness

‘OCHOBHaﬂ namMATb

‘main storage

OTKpbITOE pacnpenerneHue
Knouen

public key distribution

‘ OTKpPbITOE coob6weHue

‘plaintext, cleartext

OTKPbITbIN KNio4

public key

A public key is a value provided by some designated authority as an encryption
key that, combined with a private key derived from the public key, can be used
to effectively encrypt messages.

OTKPbITbIN KOA,

open source
With respect to radiation protection , an open source is a source of ionising
radiation in the form of radioactive material which is not encapsulated or
otherwise contained. the implication is that open radioactive material can move
around and if uncontro

‘OTKprTbIVI cTaHpapT

‘open standard

‘ OTKprTbIVI TeKCT

‘plaintext

‘ OTHOLUEeHUe K PUCKY

‘risk attitude

‘ OT4YeTHOCTb O PUCKe

‘risk reporting

‘oqmuuanbu bl cTaHAApPT

‘official standard

oueHuBaHuUe puUckKa

risk evaluation
The process used to determine risk management priorities by comparing the
level of risk against predetermined standards, target risk levels or other criteria.

oueHKa MH(IOPMaLMOHHOIO
pucka

information risk assessment

OLeHKa cooTBeTCTBUA

evaluation

1. OueHka. BblYMCreHWe. atTecTaums.

2. OueHka

3. The act of examining and calculating the quantity or level of something in
further evaluation of these patients no side-effects of the treatment were noted.
‘...evaluation of fetal age and weight has proved to be of value in the clinical
management of pregnancy, particularly in high-risk gestations’ [southern
medical journal]

4. N oueHka measure, method, methodology, procedure 6 nagex,
MapKUpYIOLLMIA CyObeKT OeACTBMS NPU NEPEXOAHOM rfarone B CUHTaKCU4eCKo
cucteme, rge CyObekT HenepexogHoro u 06BEKT NEPEXOA- HOro BbipaxatoTcs
HOMWMHATVMBOM. 7 CBOWCTBO 5i3blka MMETb 3pratms. 8 nepBoHayanbHoe 3HayeHne
n dpopma cnosa.

5. OueHka 24

OoLleHKa COOTBeTCTBUSA
Tpe6oBaHUAM Mo 3awuTe
nHcopmaummn

computer security evaluation

OLIEHOYHbIN YPOBEHb
[osepus

evaluation assurance level

nakeT NpUKNagHbIX
nporpamm

application program package

nakeTHasi ounbTpaums

packet filtering

namMATb AaHHbIX

storage

1. Cknag; XpaHeHue; XpaHunuLLe; NaMsaTb (BbIMUCITMTENBbHON MaLUMHbI)

2. XpaHeHue; xpaHunuiie; namstb (BbIYUCNIUTENBHOW MaLUMHbI)

3. Akey/value database contained in each account, where keys and values are
both 32-byte strings but can otherwise contain anything.




4. XpaHeHve

napameTp cxeMbl 3un ‘domain parameter

naponb goctyna password

CekpeTHasi koMBUHaums Byks, Lndp, cnyxeGHbIX CUMBOMNOB, yAOCTOBepsiioLLas
npaBa nonb3oBaTens. 3anpallMBaeTCs NpW KaX40M BXOAe Nofb3oBaTens B
CeTb, 3alUMLLas ee OT HECaHKLMOHUPOBAHHOIO AOCTyna

‘naccuBHaﬂ aTaka ‘passive attack

‘naccuBHbm HapyluuTenb ‘passive adversary, eavesdropper

‘I‘IaCCMBHbIﬁ NPOTUBHUK ‘passive adversary, eavesdropper
‘nepekpbrme ramMmmbil ‘repeated use of a key sequence
‘nMpVIHI’OBaﬂ ceTb ‘peer—to-peer network, p2p

Mmoccapum 6ropo nepeBogoB Pnapyc

http://glossary-of-terms.ru/




